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Outline

 Iterated Hash Functions

 SHA-1

 …
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Recall: Iterated Hash Functions

 Preprocessing step
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Recall: Iterated Hash Functions

 Processing step



5

Recall: Iterated Hash Functions
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Recall: Iterated Hash Functions

 Output Transformation (Optional)
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SHA-1: Overview

 The Secure Hash Algorithm

 An iterated hash function

 160 –bit message digest

 Word-oriented operations on bitstrings

 A word consists of 32 bits (8 hexadecimal
digits)
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Operations



9

Padding Scheme
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Padding Scheme

 y has length divisible by 512, including n
blocks
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The Core Function



12

SHA-1
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Note: Word Constants
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SHA-1: Review

 The compress function maps 160+512 bits
to 160 bits

 SHA-1 is one in a series of related iterated
hash functions
 MD4 (1990)
 MD5 (1992)
 SHA (1993, sometimes called SHA-0)
 SHA-1 (1995)
 SHA-2 (2002): SHA-224; SHA-256; SHA-384; SHA-

512
 SHA-3 (2012)
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Presentations

 Message Authentication Code (Section 
4.4)


